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1.2.2. Principles of Zero Trust [Victor Lu]

1.3. Generic Architecture/Framework

1.4. Security Goals

1.5. Adversary Model
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Chapter 2. Threat Model


We want the threat model to be complete even if RVI may not propose mitigations
for all cases

2.1. Platform Integrity and Protection

2.1.1. Secure Boot

2.1.2. Verified Boot

2.1.3. Attestation

2.1.4. Debug

2.1.5. RAS, QoS and Performance Monitoring

2.2. Software Protection

2.2.1. Pointer/Object Safety

2.2.2. Stack Safety (CFI)

2.2.3. Call/ Jump Safety (CFI)

2.2.4. Compartmentalization

2.3. Data Protection

2.3.1. Code/ Data Confidentiality

2.3.2. Code/ Data Integrity

2.3.3. Code/Data Replay Protection

2.4. Logical Side-channels [Luis Fiolhais, Yann Loisel]

2.4.1. Spatial timing channel Safety

2.4.2. Temporal Side-Channel Safety

2.4.3. Covert channels
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2.5. Logical (Software) Attacks

2.5.1. Approaches

Non-invasive

Software Remote

2.5.2. Types

Row hammer attacks & row press

Power, Voltage attacks [Paul Elliott]

Glitching, Fault injection [Paul Elliott]

Others?

2.6. Physical (Access) Attacks

2.6.1. Approaches

Semi-invasive

Full-Invasive

2.6.2. Types

Row hammer attacks & row press

Power, Voltage attacks  [Paul Elliott]

Glitching, Fault injection  [Paul Elliott]

Others?

2.7. Supply Chain Protection

2.7.1. Hardware Supply Chain Safety

2.7.2. Software Supply Chain Safety

2.8. Device Data Protection

2.8.1. Peripheral/ IP Authentication
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2.8.2. Device Data confidentiality and integrity
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Chapter 3. Platform Security Model

3.1. Platform Root-of-Trust [Paul Elliot, Yann Loisel]

3.1.1. Platform Unique Identity

3.1.2. Cryptographically-Secure Entropy Source (TRNG) [Markku-JS]

3.1.3. RTM, RTR, RTU

3.1.4. DICE

3.1.5. Key Management

3.1.6. Sealed Storage

3.2. Device Lifecycle [Yann Loisel, Terry Wang]

3.2.1. Device Provisioning

3.2.2. Debug

3.2.3. Ownership Transfer

3.2.4. Authorized Firmware Execution

Secure Boot

Verified Boot

3.2.5. Device Attestation [Samuel O]

3.2.6. Firmware Provisioning and Updates

3.2.7. Firmware Anti-rollback

3.3. Isolation and Trusted Execution [Ravi Sahita]
Risc-V provides architectural building blocks for designing systems which can support a wide range
of trust models, from micro controllers to data centres. This chapter introduces the building blocks,
and provides a few example use cases. The examples are not exhaustive, and are for illustration
only.

Isolation models enable separation of mutually distrusting software ecosystems executing on a hart
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so that they can be developed, certified, deployed and attested independently of each other with
only a minimal shared trusted base.

Complex systems include software components from different supply chains, and complex
integration chains with different roles and actors. These supply chains and integration actors often
share mutual distrust.

Example: A connected device may include components such as:

• Hardware security services

• Trusted security services

• Platform security services

• A rich execution environment such as Android or iOS

• Hosted third party user applications

Example: A multi-tenant data-centre may include components such as:

• Hardware security services

• Trusted security services

• A hosting environment

• Hosted third party tenants

Hardware security services include any system level trusted subsystem - private execution
environment isolated from all other parts of the system - providing services which may affect
security guarantees. For example:

• Power manager

• Hardware root of trust, or a secure element

• Trusted platform module (TPM)

• Subscriber identity module (TPM)

For the purposes of this document, trusted security services are trusted by all other code on a hart -
the minimal shared trusted base. As such they provide minimal common services needed for any
platform. For example:

• Platform boot

• Security lifecycle management

• Security provisioning

• Root key derivation for sealing and attestation

• Secure monitor or other isolation firmware

Platform security services are responsible for providing more complex and application or
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ecosystem specific security capabilities to other software on the hart. For example:

• Secure storage

• Key storage

• Cryptographic services

• Secure update client

• Platform attestation client

• User identity management

They also typically include additional secure services such as payment clients and DRM clients.

A rich execution environment or a hosting environment typically includes general software services
on the hart. For example:

• Hypervisor and/or base operating system

• Orchestration services

• Tenant or application operating environments, such as a VM

• Tenants or user applications

The trust relationships can be complex. For example:

• Hardware security services trust no other system hardware or software (a hardware root of
trust may be a special case as it may be allowed to load firmware for other trusted subsystems
during boot, for example), and they are typically access restricted to trusted security services or
platform security services

• Trusted security services trust no other software on the hart, but must be trusted by all other
software (minimal trusted base)

• Platform security services do not trust a rich execution environment or a hosting environment,
and does not trust tenants or applications

• A rich execution environment or a hosting environment do not trust third party tenants or user
applications, but typically trust platform security services

• Third party user applications typically trust the rich execution environment and platform
security services, but do not trust other user applications

• Third party tenants typically do not trust the hosting environment or other tenants, but may
choose to trust platform security services and attestable devices

3.3.1. Isolation Framework  [Nicholas Wood, Ravi, Nick]

PMP and ePMP

sPMP

MTT
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IOPMP

IOMMU

Supervisor domains

Overview

SDID

MTT

Interrupts

Performance counters

External debug

Self-hosted debug

Future extensions

Additional isolation capabilities may be added to Risc-V in future specifications. Some topics
currently being investigated are outlined in the following sections. For more information visit RVI
specification work groups and special interest groups.

Capability based architectures: CHERI and Capstone

Memory tagging

Fault isolation: SFI and HFI

Light-weight isolation

WorldGuard

3.3.2. Example use case: Static partition hypervisor

3.3.3. Example use case: Global Platform TEE [Nicholas Wood]

Use case overview
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Figure 1: Non-virtualised TEE example.
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Figure 2: Virtualised TEE example.

Isolation model on a hart

Device isolation

3.3.4. Example use case: COVE Confidential Computing [Nicholas Wood,
Ravi Sahita]
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Figure 3: Cove example.

3.4. Runtime Integrity [Deepak Gupta?]

3.4.1. Control Flow Integrity [Deepak]

3.4.2. Memory Safety

Memory Tagging

Capabilities/CHERI SIG [Carl Shaw]

3.5. Cryptographic ISA Extensions/ Accelerators
[Markku-JS]

3.5.1. Zkr/bit-manip/scalar/vector/PQC

3.5.2. HE schemes?
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3.6. Side-channel Attack Resistance  [Luis Fiolhais]

3.6.1. Entropy defenses (LWC, PQC)

3.6.2. Flushing defenses (fences)

3.7. Physical Adversary Attack Resistance [Paul Elliott]

3.8. Supply-chain Attack Resistance [Paul Elliott]

3.9. Discovery & Config Schema
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Chapter 4. Security Ecosystem
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